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1.0 Introduction 

1.1 Purpose 

In the interest of providing a road map to independent developers who wish to develop applications for the ICDB, this Independent Development Guide (IDG) shall provide information to assist with the development process and interactivity between the ICDB core and any independent system designed to utilize the ICDB as a platform for data retrieval.  We will provide policy, recommendations and guidance for application development, data transference, and data mining.

1.2 Scope

This guide is limited to information that is specific to the ICDB as it pertains to application development.  Information pertaining to development tools, languages or implementation will not be addressed.

2.0 ICDB Core System Methodology

The ICDB system is composed of 3 hardware servers titled ‘web server’, ‘database server’ and ‘interface server’.  The ICDB product is defined by a basic architecture comprised of web based applications (portals), a data provider layer API (XML generator), a database (3 schemas) and an interface (1 schema & 1 PowerBuilder application).  The web-based application consists of a set of ASP pages that retrieve data via the Data Provider API.  The Data Provider API currently exposes data similar to Web Services found in the .Net architecture.  This level of abstraction allows for enhanced security of the data and maintainability of the application code.  The Data Provider API relies on SQL packages within Oracle to query the dataset and gather data that it translates into XML for serving to requesting applications.

There are three core data schemas within the ICDB, ICDB, CLIN_APPS, and CLIN_ADMIN.  The ICDB schema makes up the operational data store where a normalized stored version of source data is found.  To enforce data integrity, no modifications or inserts are allowed in the ICDB schema except for changes originating from the data source.  For data input via the ICDB core portals, the CLIN_APPS schema is used.  This schema allows modifications and inserts to be performed in order to support functions or data views not currently supported by defined ICDB source systems.  The CLIN_ADMIN schema stores administrative and local configuration data that is used to maintain the site-specific configuration and ICDB standard data elements.  No applications other than core ICDB applications are allowed to modify the data structures of the three ICDB data schemas.  Requests to modify the data structures are facilitated through a formal technical request process that evaluates requests, develops Software Change Requests (SCRs) for approved requests and maintains configuration management of modifications once implemented.

The interface consists of an Oracle schema entitled LOADDB, which maintains a message queue for inbound Health Level 7 (HL7) messages, a custom application written in PowerBuilder that processes flat files from data sources that do not support HL7 standard messaging to process the HL7 messages, and a series of SQL Loader scripts in conjunction with SQL Loader, that processes flat files from data sources that do not support HL7 standard messaging.  The interface performs two basic data functions: message handling and data extraction, transformation & loading (ETL).  All data that originates from an external data source and resides with the core ICDB database is processed through the interface.  This interface tier is implemented to ensure a standard validation process that promotes integrity of the data and normalize the disparate data sets at the patient level.

2.1 Presentation Tier Specifics
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Figure 1: Presentation Methodology

2.1.1 XML/XSL Transform Function

How to make transformXML work:

Include transformXML.js file, this has functions that overlay the XML with the XSL and transmits data to the designated portion of the page

Construct of function call is:

transformXML(‘Location of ASP page that calls package’, ‘Location of XSL page’, DIV tag ID);

‘Location of ASP page that calls package’ is where the Package.Procedure is referenced along with parameters, these are located in the ‘lib/xml’ directory

‘Location of XSL page’ is where the XSL page that transforms the returned XML from the above page get transformed into browser HTML / DOM elements

‘DIV tag ID’ is the DIV tag where the transformed data manifests itself on the calling page

Dozens of examples of this method are throughout the ICDB as this is our primary data presentation method, just look around in the ASP for the transformXML javascript function

Common errors

Did you include the transformXML.js file?

Is the path correct for XML / XSL files?
2.1.2 Oracle Reports

Oracle Reports is the primary device of generating printable standard forms for the 2766 and Screening Exams

· We use Oracle Reports Builder 6i to create the forms and Oracle Reports Server 9iAS to serve them

· Originally scanned in forms, and used Reports Builder to add data elements that interface with database packages and cursor types to return formatted data

· Recommend you get training or experienced personnel for any changes / modifications to these

2.2 Business Tier Specifics

The ICDB Business logic resides in Oracle stored procedures on the ICDB database.

2.3 Integration Tier Specifics
2.3.1 Oracle Packages / Procedures

By keeping all SQL in the database we gain several advantages:
2.3.1.1 Easily compiled and tested, allowing up us to quickly find bugs, missing / misnamed objects
2.3.1.2 Makes upgrades easier since we can document the differences between each package / procedure version
2.3.1.3 Keeps the ICDB closely tied to the N-tier application model where the SQL is stored securely on the innermost level (on Oracle) where it can be accessed most quickly by the database
2.3.1.4 Not subject to query length constraints

3.0 The Independent Development Methodology for the ICDB

Development against the ICDB is encouraged since, at its core, the ICDB is a platform designed to provide a uniform standard foundation for access of health care data via open architecture.  This philosophy promotes collaboration and leverages the comparative advantage of all Medical Treatment Facilities, Regions and Services according to their unique needs and desires.  To facilitate this collaborative environment, several practices and policies have been developed for sites that house the ICDB system.  It is instrumental that the core software objects at each site not be altered except the three asp pages identified in the following standards.  If such a need exists, there are methods to accommodate while minimizing the impact on the ICDB and continued sustainment.

The diagram below describes the recommended and preferred method of implementing independent applications:
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Figure 2: Architecture Summary

There are three development paths that can be taken for any independently developed application:

1. Interoperable – This path defines applications that tend to be specific for a few sites and more specialized.  The objective here is to make sure the specialized application minimizes its impact on the ICDB.

2. Compatible – This path contains applications that are broader in scope and will be found at numerous facilities.  Sustainment and training most likely are handled by the developer’s organization.

3. Integration – This path describes applications that will be integrated into the ICDB baseline product.  These applications are configuration managed, tested, sustained and trained from the ICDB program office.

For the safety of patient data, all applications have to conform to the security standards dictated by the ICDB Program Office.  Use of the mandatory methodology for security will be well monitored and documented via data use agreements and interface control documents.  The following table describes the parties responsible for each aspect of the successful application program.

	
	Security
	DEvelopment
	Sustainment
	Training

	Interoperable
	Dev
	Dev
	Dev
	Dev

	Compatible
	Dev
	Dev
	Dev
	Dev

	Integration
	IPO
	Dev
	IPO
	IPO


3.1 Presentation Tier

3.1.1 Developers will use their designated directory given to them by the IPO after they register.  Making a separate virtual directory for separate ASP pages is the mandatory way of keeping that application distinct from ICDB.  Independent application’s directory will be located in the E:\WebSites directory on the web server.  During registration, a directory will be assigned to the registering application.  All independent application files will reside in that directory.  For sites where the functionality duplicates existing functionality in the ICDB, based on the decision of the MTF, the functionality can be supplanted by the new functionality.  Currently the only method for doing this is a static change in the presentation link to the functionality code.  Unfortunately, this requires that all users of the effected ICDB use the new functionality.
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Figure 3 Static Links to functionality

Future iterations of the ICDB intend to implement a capability that would allow the links to be defined dynamically during run-time.  Based on the user’s profile stored in the database, the functionality would be defined as the user clicked the links.
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Figure 4 Dynamic Links to Functionality

3.1.2 Developers are only allowed to edit the following pages:
3.1.2.1 apps\patient_profile\navigate.asp

3.1.2.2 apps\provider_portal\navigate.asp

3.1.2.3 apps\login\login.asp
3.1.3 Core pages that need to have code added should be built to detect whether or not that application exists before executing, either in the database or by detecting vbscript / javascript values.  That way, facilities that determine not to implement their application for whatever reason will not get errors or unexpected behavior.
3.2 Business Tier
3.2.1 No direct data calls from display routines or pages.  This is to provide support for future implementation of web services.
3.2.2 Always utilize reusable Data Provider (API) where applicable.  This is to encourage distribution and reusability of development efforts.
3.2.3 Always utilize ICDB provided security model.  This is to ensure security accreditations are maintained.
3.2.4 Restrict the modification of global.asa.
The global.asa is a very sensitive file and any changes to the global.asa will meet with heavy resistance.  Due to the nature of the global.asa file and the risk involved with each change that occurs to it, no developers will be able to change the global.asa file without prior consent from the ICDB Program Office.
3.2.5 Limit the use of application & session variables.
Because the intent is to allow any number of developers to write functionality against the ICDB, the IPO requires a strict adherence to all use of development constructs that effect server resources including memory and hard drive space as well as processor time.  Due to this constraint, the use of session variables must be highly scrutinized and fully justified for use.  Although there is a negative impact on performance, it is preferable that a round trip to the file system or a database be performed to increase scalability of future implementations.
3.2.6 Always connect to the ICDB using authentication credentials unique to your application.
3.3 Data Tier

3.3.1 For independently developed database objects, use your own database schema for independent/custom applications.  By keeping a compartmentalized structure it is easier to merge your code in and submit for inclusion

3.3.2 Always provide direct data SQL calls from within database packages.  This is to enhance encapsulation of functions allowing easier migration to new technologies.

See the “Develop” section on our website for ASP and Oracle Package API’s (http://icdb.tricaresw.af.mil )  These API’s are existing functionality you can take advantage of to speed development of your own applications.

Debugging Techniques for the ICDB

When building a new application, best practice is to code a simple working version first, then build elaboration into it with constant testing

Test database package / procedures first

· Core of ICDB is the database stored SQL, so be absolutely positive your package / procedure works as expected

· If you are having trouble distinguishing why a package / procedure has an error, strip out just your SQL and make sure that runs as a raw query

· Use exceptions often so you can squash simple errors such as no data returned, logged out user, etc.

Construct URL to ASP page in XML directory with proper parameters to see if XML is returned in browser.  If not, you have narrowed the scope of the problem to that lib/xml .asp page

If there still is murkiness about where the problem lies, compare your pages with other pages that work.  A diff program is excellent for this.

Common Errors

· In the /XML/.asp page make sure the parameters sent to Oracle package are EXACTLY the same type and in EXACTLY the same order as the package header is defined.  Names don’t matter, but they are helpful if they match.

· Make sure you are pointed to the right database, schema, and package.

· If it is an Oracle Reports problem make sure the cursor defined in the package header maps exactly to the data types you are returning.

4.0 ICDB Independent Development Certification for Compatibility

The Independent Development Certification for Compatibility is a two-step process.  The first step is registering with the ICDB Program Office (IPO) and the second step is submitting the Submission Package for Certification for Compatibility.

Registering with the ICDB Program Office:

Register the independent development project with the IPO.  The IPO will be the authority for providing accreditation of ICDB related independent programs.  This encourages collaboration across the ICDB customer base and prevents duplication of effort.  Registered development projects will be published on the ICDB web site providing a method for would be requirements to be matched with projects already in development.  
Submission Package for Certification for Compatibility:

An Independent Development Submission Package is required for Certification for Compatibility.  Some practices that will help minimize the amount of time for inclusion:

· State the general purpose / value of your app- why other might want to use it and why we should want to integrate it

· Clearly delimited & documented code- so we can merge it in quickly and with little confusion.

· State how the code fails gracefully if certain parts of the application are not present on bases where they determine not to install it.

· Testing parameters & procedures- how can we determine that it works once we have implemented it?

The submission package will consist of the following documents:

1. Product Overview.  The Product Overview information will come directly from the information submitted upon registration and will include:

a. Name

b. Description

c. POC

d. Demographic Information

e. Funding Agency (Air Force, Army, etc.)

f. System Requirements

g. Technical Architectural Summary

h. Interface Summary

2. Interface Control.  This document describes in detail all interface activities to the ICDB including data requests, security and hardware.  This will also include data function calls, stored procedure calls and any other necessary information related to how the application interacts with the ICDB system.

3. Software Requirements Specification.  This document specifies the requirements for the application.  This document also serves as the reference point for further evaluation.  The information in the software specification document should be sufficient to clearly indicate behavior of all functional elements, the interaction and intent with the designed user and in the case of the user interface, depict clearly the user experience that is expected.  This document is also used to develop training material for both technical support and end user training.

4. Code (package).  All necessary instructions, configurations and software to complete testing.

a. Software code – All code required to complete tests and documentation to clearly identify and explain the code.

b. Installation package and/or instructions - This document should detail every step required to install applications to be tested.

5. Test Cases.  Functionally modularized test summary performed by submitting IDG.

6. Unit Test Summary.  Summary of functional tests performed by independent developer.

7. Software Change Requests (SCR).  Any changes that will be required of the baselined ICDB to successfully implement the independent application must be formalized in an SCR request.
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Figure 5: Independent development submission & certification process for ICDB baseline change

The process for non-inclusion in the core is slightly different not requiring the steps to change the ICDB baseline.
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Figure 6: Independent development submission & certification process for add on

Inclusion into the ICDB

There will be a process for adopting independent development efforts into the ICDB core.  This will be part of the requirements generation process and considered a formal procedure of the CCB.  Because there are many considerations for inclusion such as user demand, ownership, support, maintenance and deployment, there are many items requiring coordination between the ICDB and the IDG.  There are processes yet to be fully defined, but the following items are imperative to the commencement and success of an IDG project.

Project Kick-Off Meeting

The Project Kick-Off meeting will get everyone acquainted and POC’s will be established.  At a minimum, the Independent Developer, Development Manager, PMO Counterpart and Product Control should be present.

Design Reviews

The IDG will provide documentation specifying the design and each member of the review team will review the design prior to review meetings.  Initially, the review team will perform the initial design review and subsequent reviews will occur every other week depending on the changes made.  All changes and suggestions will be reviewed and must be agreed upon before those changes are incorporated into development and the requirements document.  This will also be an opportunity for the PMO to provide updated/changed source code due to SIR’s or Critical SCR’s.

Code Reviews

IDG coding reviews will be performed by an assigned ICDB lead developer for conformance to standards.  Black Box testing with the government customer.

Functional Walk-Through

Prior to ICDB Integration Testing, the IDG will perform a functional walk-through for the ICDB team.  

Integration Testing

IDG Unit Testing with results is required in order to proceed to integration testing.  Upon receiving the required documentation, integration testing will be performed by the ICDB.  In the event integration testing is performed by the IDG, testing documentation will be required, reviewed and signed off by the ICDB.

Acceptance

Government acceptance, released in build x as appropriate.

Configuration Management of Independent Code to be Baselined:

The IPO shall maintain configuration management of the ICDB baseline code.  In the case that independent development requires code from the baseline to be used to develop against, the IPO will evaluate the proposed changes for consideration of inclusion into the baseline and then provide the requested code.  For independent code submissions, the IPO shall proceed with a merger of the code into the baseline where necessary and do so with the baseline product as priority.

5.0 Testing and Evaluation Procedures

5.1 Compatibility Testing

The IPO compatibility testing process provides technical integration, functionality, regression, and stability testing of complementary, independently-developed products.  Successful completion of the testing process establishes valuable differentiation and opportunity to your product.  

5.2 Testing Process

Compatibility testing is a formal process through which an ICDB Quality Assurance Engineer tests an Independent Developer’s software and hardware solutions in the IPO.  A product that successfully demonstrates tight integration through established interfaces, supports stated functionality, adheres to the ICDB programming standards, and remains stable throughout the testing process without producing adverse effects to the ICDB core system will be recognized as an ICDB accredited product.

In the event that a product fails the initial round of testing, the IPO will permit one round of regression testing with priority scheduling after the submitting office delivers a modified product.  Submission of modified products after a week will be rescheduled for testing at the next available time.

The Testing and Evaluation process will follow these steps:

1. Project registration with the IPO will include estimated dates and efforts required for testing.

2. Submission of the following files and documentation to the IPO.

Required:

a. Product Overview

b. Interface Control Document

c. Code

d. Installation Instructions

e. Test Cases

f. Unit Test Summary

g. Requirements Document

Requested:

h. Requirements Document

i. Data Dictionary

j. Attribute and Method Reference

3. Evaluation and communication from the ICDB QA team to the IDG of the timeline and effort required to complete testing.

4. Test execution by an ICDB QA Engineer.  The actual testing will follow these steps:

a. Documentation Review

b. Configure the test environment with current build of ICDB

c. Installation of submitted software

d. Functional testing

e. Integration/Regression testing

f. Error-focused exploratory testing

g. Un-installation of the submitted software

h. Evaluation

5. Present documented findings to the IDG with appropriate accreditation.

6. Publication of findings to authorized requesting agencies.

	Level
	Description
	Thresholds
	Period

	0
	Not recommended
	Program does not meet testing standards therefore is not recommended for deployment
	No period

	1
	Recommended with provisions
	Program meets testing standards but review of development practices determined the program will not scale well, maintenance costs will be larger during ICDB upgrades, or security is not sufficient to protect data.
	6 months

	2
	Recommended
	Program meets testing standards and review of development practices has determined the program will scale with the ICDB program, minimize maintenance cost during ICDB upgrades and maintain security of the ICDB data.
	24 months


Figure 7: Certification Levels

6.0 Future of ICDB

A.
Future Integration

1.
We are currently implementing a beta of Sentillion CCOWS, which works on all platforms, so we can still use it when we change platforms

a.
This allows us to have single sign-on capability using ICDB/CHCS authentication as the primary login

b.
Will allow us to easily tie together an infinite amount of client applications that also have the CCOWS event detectors

B.
Future platforms - Not determined yet, but a good possibility is it will be Oracle 9iAS

1.
9iAS will export XML & apply XSL, eliminating need for development (and subsequent debugging) of pages in XML / XSL directories

2.
ASP will be converted to JSP, so much of the page code will remain the same or at least similar

2.
9iAS is also the platform of Tricare Online whom we may be sharing architecture / network with

3.
Also web service friendly, which means if you want to make .NET applications these can still interoperate with the common XML language wrapper for data

4.
There has been some planning and experimentation of regional portals

a. Would allow administrators to see and run queries on “the big picture” such as regional ROI, regional medical trends, disease vectors, etc.

b. Would allow us to consolidate entire regions to a single set of servers, bringing cost of ICDB down

c. Would make it easier to administer patient healthcare for people who move around a lot

7.0 ICDB Developer’s Network

In the interest of providing a road map to IDG’s who wish to develop for the ICDB, the ICDB Developer’s Network (IDN) will be established.  This working group will be established to provide discussion and information exchange of development efforts and proposed changes to the ICDB product.  If you would be interested in participating in the IDN, please send e-mail to:

IDWG@Tricaresw.af.mil
PM-00015
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